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THESE PROCEDURES WILL BE SUBJECT TO REGULAR REVIEW TO INCLUDE CONSULTATION AS APPROPRIATE WITH INTERESTED 

PARTIES. 
 
EXEMPTION: THE USE OF SURVEILLANCE SYSTEMS FOR LIMITED HOUSEHOLD PURPOSES IS EXEMPT FROM THE DPA E.G. A VIDEO 

OF A CHILD IN A NATIVITY PLAY RECORDED FOR THE PARENT/CARER’S OWN FAMILY USE IS NOT COVERED BY THE DPA. 
 

1. Introduction 

The purpose of these procedures is to regulate the use of CCTV and its associated technology in the 
monitoring of both the internal and external environments of the premises under the remit of 
Loxford School Trust, hereinafter referred to as ‘the school’. 
The CCTV system is owned and operated by the school, the deployment of which is determined by 
the school senior leadership team (SLT)  
 
These procedures follow the Information Commissioners Office “Data Protection Code of Practice for 
Surveillance Cameras and Personal Data’ (May 2015); the Data Protection Act (DPA) guidelines and the 
Protection of Freedoms Act 2012”.  
An updated Surveillance Camera Code was laid before Parliament on 16 November 2021 pursuant to 
Section 31(3) of the Protection of Freedoms Act 2012. Subject to receiving parliamentary approval, the 
updated code is due to come into effect on 12 January 2022. 
(https://www.gov.uk/government/publications/update-to-surveillance-camera-code) 
 

2. Objectives  
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The system comprises a number of fixed cameras located around the site externally only for the 
purpose of enhancing security of the building and its associated equipment as well as creating a 
mindfulness among the occupants, at any one time, that a surveillance security system is in operation 
in the external environs of the premises during both the daytime and hours of darkness. CCTV 
surveillance at the school is intended for the purposes of: 
 
 Protecting the school buildings and assets, both during and after school hours; 
 Increasing the personal safety of staff, students and visitors; 
 Reducing the fear of crime; 
 Reducing the risk of bullying; 
 Reducing the incidence of crime and anti-social behaviour (including theft and 

vandalism); 
 Supporting the Police in a bid to deter and detect crime; 
 Assisting in identifying, apprehending and prosecuting offenders; 
 Protecting members of the public; and 
 Ensuring that the school rules are respected so that the school can be properly managed. 

           

3. General Principles & Responsibilities 

The school as the corporate body and the CEO has a statutory responsibility for the protection of its 
property, equipment and other plant as well providing a sense of security to its employees, students and 
invitees to its premises. The school owes a duty of care under the provisions of the Health and Safety at 
Work etc. Act, 1974 and associated legislation. The school complies with the Information Commissioner’s 
Office (ICO) CCTV Code of Practice to ensure it is used responsibly and safeguards both trust and 
confidence in its continued use.  

The ICO ‘In the Picture: A Data Protection Code of Practice for Surveillance Cameras and Personal Data, 
May 2015. The use of CCTV, and the associated images and any sound recordings is covered by the Data 
Protection Act 1998. These procedures outline the school’s use of CCTV and how it complies with the 
Act.  

LST schools are registered as Data Controllers on the Data Protection Register held by the Information 
Commissioner. Notification to the ICO is renewed annually. 

The CEO via the Headteacher is responsible for all day-to-day data protection matters, and they will be 
responsible for ensuring that all members of staff and relevant individuals abide by these procedures, 
and for developing and encouraging good information handling within the school.  

 
All authorised operators and employees with access to images are aware of the procedures that need to be 
followed when accessing the recorded images and sound. All operators are trained by the school data 
controller in their responsibilities under these CCTV Procedures. Staff using the surveillance system or 
information have been trained to ensure they comply with these procedures.  

 
Monitoring for security purposes will be conducted in a professional, ethical and legal manner and any 
diversion of the use of CCTV security technologies and personnel for other purposes is prohibited e.g. 
monitoring of political or religious activities, or employee and/or student evaluations that would 
undermine the acceptability of the resources for use regarding critical safety and security objectives. 
 
 
CCTV monitoring of public areas for security purposes will be conducted in a manner consistent with all 
existing policies adopted by the school including the Data Protection Policy, Single Equality Scheme and 
Whole School Positive Behaviour Policy (incorporating Anti-Bullying strategies) etc. 
 
Our procedures for video monitoring prohibits monitoring based on the characteristic and classification 
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contained in Equality and other related legislation, for example race, gender, sexual orientation, national 
origin, disability etc. The system is in place to monitor suspicious behaviour and not individual 
characteristics. 
 
Video monitoring of public areas for security purposes is limited to uses that do not violate the 
reasonable expectation of privacy as defined by Law. The Data Protection Act requires that data is 
"adequate, relevant and not excessive" for the purpose for which it is collected. This means that the 
school needs to be able to justify the obtaining and use of personal data by means of a CCTV system by 
conducting a Privacy Impact Assessment (PIA) 
 
Consideration will be given to both staff and students regarding possible invasions of privacy and 
confidentiality due to the location of a particular CCTV camera or associated equipment. The Headteacher 
will ensure that all areas being monitored are not in breach of an enhanced expectation of the privacy of 
individuals within the school and be mindful that no such infringement is likely to take place. The camera 
control will be monitored to ensure that it is not in breach of the intrusion on intimate behaviour by 
persons in public changing and toilet areas. 
 
In our school, the control room is located in the Headteacher’s office as cameras show images that could 
not be seen by the public from the main reception and access to the CCTV control room is strictly limited 
to the Senior Leadership Team. 
 
 The Headteacher will check and confirm the efficiency of the system daily and in particular that the 

equipment is properly recording and that cameras are functional. 
 

 Recorded material is stored in a secure environment in the Headteacher’s office with a log of access 
kept by the Headteacher.  

 
 ACCESS to recorded material is restricted to the senior leadership team under the permission or 

authorisation of the CEO. All recorded information is secure. Access will be restricted to authorised 
personnel only. 
 

 INVESTIGATIONS: All complaints about the school’s CCTV system should be addressed and 
investigated by the Headteacher. 

 
 Visitors and other contractors wishing to enter the Control Room will be subject to particular 

arrangement as outlined below. 
 

 VIEWING of Data must always be recorded in writing and in the log book. A log of the requests 
received will be kept and how they were dealt with.  

 
 Control Room Operators must satisfy themselves over the identity of any other visitors to the Control 

Room and the purpose of the visit. Where any doubt exists access will be refused. Details of all visits 
and visitors will be endorsed in the Control Room log book. The system may generate a certain 
amount of interest. It is vital that operations are managed with the minimum of disruption. Casual 
visits will not be permitted. Visitors must first obtain permission from the System Manager, or his 
deputy and must be accompanied by him throughout the visit. 
 

 Any visit may be immediately curtailed if prevailing operational requirements make this necessary. 
 
 If out of hours emergency maintenance arises, the Control Room Operators must be satisfied of the 

identity and purpose of contractors before allowing entry. 
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 A visitor’s book will be maintained in the Control Room. Full details of visitors including time/date of 
entry and exit will be recorded. 

 
 The Control Room is not manned out of hours and weekends so must be locked. 
 
 During the working day when not manned the room must be kept secured. 
 
 Other administrative functions will include maintaining video data and hard disc space, filing and 

maintaining occurrence and system maintenance logs. 
 
 Emergency procedures will be used in appropriate cases to call the Emergency Services. 
 
 We must let people know when they are in an area where a surveillance system is in operation with 

adequate signage. As a general rule, signs should be more prominent and frequent in areas where 
people are less likely to expect that they will be monitored by a surveillance system. 

 
 

4. Disclosure of Information  
 
Information obtained through the CCTV system may only be released when authorised by the 
Headteacher following consultation with the CEO &/or Chair of the Governing Body. Any requests for 
CCTV recordings/images from the Police will be fully recorded. If a law enforcement authority is seeking 
a recording for a specific investigation, any such request made should be made in writing. 

 

5. Covert Surveillance 
 

The school will not engage in covert surveillance. 
Certain law enforcement agencies may request to carry out covert surveillance on school premises. Such 
covert surveillance may require a Court Order. Accordingly, any such request made by law enforcement 
agencies will be requested in writing. The covert surveillance activities of public authorities are not 
covered here because they are governed by the Regulation of Investigatory Powers Act (RIPA) 2000. This 
type of recording is covert and directed at an individual or individuals. 
 

6. Retention Period 
 
The DPA does not prescribe any specific minimum or maximum retention periods which apply to all 
systems or footage. Retention period should reflect the organisation’s purposes for recording 
information.  
 
The Data Protection Acts states that data "shall not be kept for longer than is necessary for” the purposes 
for which it was obtained. For a normal CCTV security system, it would be difficult to justify retention 
beyond 30 days, except where the images identify an issue – such as a break-in or theft and those 
particular images/recordings are retained specifically in the context of an investigation/ prosecution of 
that issue. 
 
In the context of an investigation/prosecution of that issue. Footage will be retained only within the hard 
drive system. It will be overwritten automatically as the disk space is used up. To account for the long 
summer holiday of 6 weeks, our system will retain footage for up to 8 weeks before being automatically 
deleted over the summer holiday period. 
 

7. Requests by the Police or Solicitors 
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Information obtained through video monitoring will only be released when authorised by the  
Headteacher following consultation with the Chair of the Governing Body. If the Police request CCTV 
images for a specific investigation, any such request made by the Police should be made in writing. 
Requests by the Police can only be actioned under section 29 of the Data Protection Act 1998. Viewing of 
Data by the Police must be recorded in writing and in the log book. 
 
Should a drive be required as evidence, a copy may be released to the Police under the procedures 
described previously in this Code. Data will only be released to the Police on the clear understanding that 
the drive remains the property of the school, and both the drive and information contained on it are to be 
treated in accordance with his code. The school also retains the right to refuse permission for the Police 
to pass to any other person the tape or any part of the information contained thereon. On occasions 
when a Court requires the release of an original drive this will be produced from the secure evidence 
drive store, complete in its sealed bag. 
The Police may require the school to retain the stored Data for possible use as evidence in the future. 
Such data will be properly indexed and properly and securely stored until they are needed by the Police. 
Applications received from outside bodies (e.g. solicitors) to view or release data will be referred to the 
CEO. In these circumstances data will normally be released where satisfactory documentary evidence is 
produced showing that they are required for legal proceedings, a subject access request in writing. A fee 
chargeable for this by the school for this. 
 

8. Freedom of Information 
 
The School may receive requests under the Freedom of Information Act (FOIA). We have a member of 
staff who is responsible for responding to freedom of information requests, and understands the school’s 
responsibilities. We must respond within 20 working days from receipt of the request. 
 
Section 40 of the FOIA contain a two-part exemption relating to information about individuals. If we 
receive a request for surveillance system information, we will consider: 

• Is the information personal data of the requester? If so, then that information is exempt from the 
FOIA. Instead this request should be treated as a data protection subject access request.  

• Is the information personal data of other people? If it is, then the information can only be disclosed 
if this would not breach the data protection principles. 

In practical terms, if individuals are capable of being identified from the relevant surveillance system, then 
it is personal information about the individual concerned. It is generally unlikely that this information can 
be disclosed in response to a freedom of information request as the requester could potentially use the 
information for any purpose and the individual concerned is unlikely to expect this. This may be unfair 
processing in contravention of the DPA. 
 
 

9. Breaches of the Procedures (including security breaches) 
 

 Any breach of these procedures by school staff will be initially investigated by the Headteacher, in 
order for him/her to take the appropriate disciplinary action. 

 
 Any serious breach of the procedures will be immediately investigated and an independent 

investigation carried out to make recommendations on how to remedy the breach. 
 
 Information obtained in violation of these procedures may not be used in a disciplinary proceeding 

against an employee of the school, or a student. 
 

10. Monitoring and Review 
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Routine performance monitoring, including random operating checks, may be carried out by the 
Headteacher. These procedures will be regularly reviewed, either by a designated individual within the 
school or by a third party. This is to ensure the standards established during the setup of the system are 
maintained. 
 
Similarly, there will be a periodic review, at least annually, of the system’s effectiveness to ensure that it 
is still doing what it was intended to do. If it does not achieve its purpose, it should be stopped or 
modified. 
 

11. Notification – Signage  
 

The Headteacher will provide a copy of these CCTV Procedures on request to staff, students, 
parents/carers and visitors to the school. These procedures describe the purpose and location of CCTV 
monitoring, a contact number for those wishing to discuss CCTV monitoring and guidelines for its use.  
We must let people know when they are in an area where a surveillance system is in operation. The most 
effective way of doing this is by using prominently placed signs at the entrance to the surveillance 
system’s zone and reinforcing this with further signs inside the area. Clear and prominent signs are 
particularly important where the surveillance systems are very discreet, or in locations where people 
might not expect to be under surveillance. As a general rule, signs should be more prominent and 
frequent in areas where people are less likely to expect that they will be monitored by a surveillance 
system. 
 
 


